I * I Canadian Nuclear Commission canadienne
Safety Commission  de s(reté nucléaire

REGULATORY
GUIDE

Human Factors Engineering
Program Plans

G-276

June 2003

L

Canada



REGULATORY DOCUMENTS

The Canadian Nuclear Safety Commission (CNSC) operates within a legal framework that
includes law and supporting regulatory documents. Law includes such legally enforceable
instruments as acts, regulations, licences and orders. Regulatory documents such as policies,
standards, guides, notices, procedures and information documents support and provide further
information on these legally enforceable instruments. Together, law and regulatory documents
form the framework for the regulatory activities of the CNSC.

The main classes of regulatory documents developed by the CNSC are:

Regulatory policy: a document that describes the philosophy, principles and fundamental
factors used by the CNSC in its regulatory program.

Regulatory standard: a document that is suitable for use in compliance assessment and
describes rules, characteristics or practices which the CNSC accepts as meeting the regul atory
requirements.

Regulatory guide: a document that provides guidance or describes characteristics or practices
that the CNSC recommends for meeting regulatory requirements or improving administrative
effectiveness.

Regulatory notice: a document that provides case-specific guidance or information to alert
licensees and others about significant health, safety or compliance issues that should be acted
upon in atimely manner.

Regulatory procedure: a document that describes work processes that the CNSC follows to
administer the regulatory requirements for which it is responsible.

Document types such as regulatory policies, standards, guides, notices and procedures do not
create legally enforceable requirements. They support regulatory requirements found in
regulations, licences and other legally enforceable instruments. However, where appropriate,
aregulatory document may be made into alegally enforceable requirement by incorporation
in a CNSC regulation, alicence or other legally enforceable instrument made pursuant to the
Nuclear Safety and Control Act.
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4.1

HUMAN FACTORS ENGINEERING PROGRAM PLANS
PURPOSE

This document is intended to assist licensees and licence applicants in developing human factors
engineering program planning documentation that demonstrates how human factors considerations
are incorporated into activities licensed by the CNSC. Such considerations help satisfy certain
regulatory requirements by demonstrating that licensees and applicants have made adequate
provision for health, safety and protection of the environment.

SCOPE

This guide describes the elements of effective human factors engineering program planning
documentation for Class I nuclear facilities and uranium mines and mills.

A suggested documentation format is presented in this guide as a Human Factors Engineering
Program Plan. However, submission of equivalent documentation that meets the objectives and
intent of this guide is also acceptable. The CNSC will also consider the special circumstances of
small business when assessing the human factors approach taken by applicants and licensees.

While a Plan, or equivalent documentation, is recommended to ensure the proper development,
execution, management, and documentation of the human factors aspect of any licensable activity,
it is not the intention of this guide to create unique human factors work methods or processes.
Such processes should already be integrated into the normal project design process wherever
possible.

DEFINITIONS

For the purpose of this guide:

e “Human factors” means factors that influence human performance as it relates to the safety of
a nuclear facility or activity over all phases, including design, construction, commissioning,
operation, maintenance, and decommissioning.

o “Human factors engineering” is the application of knowledge about human capabilities and
limitations to plant [facility], system, and equipment design. Human factors engineering
ensures that the plant [facility], system, or equipment design, human tasks, and work
environment, are compatible with the sensory, perceptual, cognitive, and physical attributes of
the personnel who operate, maintain, and support it.

BACKGROUND

Regulatory Framework

The CNSC is the federal agency that regulates the use of nuclear energy and materials to protect
health, safety, security, and the environment, and to respect Canada’s international commitments

on the peaceful use of nuclear energy.

The CNSC operates under the Nuclear Safety Control Act (NSC Act, Act). The Act requires
persons or organizations to be licensed by the CNSC in order to carry out the activities referred to
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in Section 26 of the Act, unless otherwise exempted. The associated regulations stipulate
prerequisites for CNSC licensing, and the obligations of licensees and workers.

The NSC Act and its regulations contain several provisions that are intended to ensure that
interfaces between humans and items involving nuclear substances, prescribed equipment, or
nuclear facilities will occur without unacceptable impacts on persons, the environment, or national
security.

CNSC licensing Process

The CNSC applies a phased process to its licensing of nuclear facilities and activities. For major
facilities, this process begins with an assessment of the environmental impacts of the proposed
project, and proceeds progressively through site preparation, construction, operation,
decommissioning and abandonment phases.

The NSC Act and its regulations require licence applicants to provide certain information at each
licensing stage. The type and level of detail of this information will vary to accommodate the
licensing stage and specific circumstances.

At all licensing stages, applications may incorporate, directly or by reference, new or previously
submitted information, in accordance with legislated requirements and the best judgment of the
applicant. An application that is submitted at one licensing stage can become a building block for
the next stage. Upon receipt of an application that is complete, the CNSC reviews it to determine
whether the applicant is qualified to carry on the proposed activity, and has made adequate
provision for the protection of the environment, the health and safety of persons, and the
maintenance of national security and the measures required to implement international obligations
to which Canada has agreed. Safe and reliable human performance plays a major role in overall
system safety. If satisfied, the CNSC may issue, renew, amend or replace a licence that contains
relevant conditions. Typically, this licence will incorporate the applicant’s undertakings, and will
contain other conditions that the CNSC considers necessary, including a condition that
incorporates or relates to human factors considerations or provisions.

Because safe and reliable human performance is essential in order to assure the overall safety of
licensed facilities and activities, the CNSC, when determining whether licence applicants are
qualified and have made adequate provision for health, safety and the environment, will consider
whether the applicant has made adequate provision for human capabilities and limitations (human
factors) as they relate to the safe conduct of the activity to be licensed.

Legislative basis

Although the NSC Act and its regulations contain no explicit reference to “human factors”, they
include a number of general provisions that are intended to help assure that interfaces between
humans and structures, equipment, or substances during licensed activities occur without
unacceptable impacts on persons, the environment, or national security. Many of these provisions
are synonymous with the application of common principles of human factors engineering.

Some examples of such generally applicable provisions can be found in the following paragraphs
of the General Nuclear Safety and Control Regulations:
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o Paragraph 3(1)(k). This provision states that an application for a licence shall contain [a
description of] “the applicant’s organizational management structure insofar as it may bear on
the applicant’s compliance with the Act and the regulations made under the Act, including the
internal allocation of functions, responsibilities and authority”.

« Paragraph 3(n). The relevant portion of this paragraph states that an application for a licence
shall contain, “at the request of the Commission, any other information that is necessary to
enable the Commission to determine whether the applicant (i) is qualified to carry on the
activity to be licensed, or (ii) will, in carrying on that activity, make adequate provision for the
protection of the environment, [and] the health and safety of persons...”

o Paragraph 12(1)(a). This provision stipulates that “Every licensee shall ensure the presence of
a sufficient number of qualified workers to carry on the licensed activity safely and in
accordance with the Act, the regulations and the licence”.

o Paragraph 12(1)(c). The relevant portion of this provision states that “Every licensee shall take
all reasonable precautions to protect the environment and the health and safety of persons ...”

THE HUMAN FACTORS ENGINEERING PROGRAM PLAN

As described in P-119, Policy on Human Factors, it is the policy of the CNSC to consider human
factors in the nuclear facilities and activities licensed by the Commission.

A Human Factors Engineering Program Plan (HFEPP) documents the means by which human
factors considerations are integrated into activities licensed by the CNSC. Human factors
considerations are applicable during all licensing phases from design to decommissioning.
Examples of licensable activities for which an HFEPP would be appropriate are the design of a
new facility, significant modification to a human-machine interface, or decommissioning
activities.

The HFEPP, or equivalent documentation, should describe the human factors considerations and
activities that will be implemented to ensure that the system or licensable activity is designed and
evaluated according to established human factors principles and practices. The technical elements
described in the Plan should be supported by subsequent verification and validation activities for
the resulting design (see CNSC Regulatory Guide G-278, Human Factors Verification and
Validation Plans). For more information on human factors principles and practices relating to
design and assessment processes, licensees may consult the CNSC publication INFO-0605,
Human Factors Guides.

For a given licensable activity, the applicant should demonstrate that each of the human factors
technical elements (described in subsection 6.6.2, “Technical Elements for Review’) has been
addressed and either built into the Plan or deemed not applicable. If the licensee is uncertain about
the need for, or the content of, an HFEPP, a preliminary outline may be submitted to the CNSC to
initiate discussion. The need for, and the technical elements to be included in, an HFEPP would be
established through discussion between the licensee and CNSC staff.

ELEMENTS OF THE HUMAN FACTORS ENGINEERING PROGRAM PLAN

An effective Human Factors Engineering Program Plan should include information about
o the goals of the Plan,

« the scope of the Plan,

o the background of the activity,
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o criteria for determining areas of consideration
e human factors input,

o technical considerations, and

e processes and procedures.

The format presented in this guide is only a suggestion.
Goals of the Plan

Provide concise statements about the objectives of the Plan. The goals will normally be driven by
the nature of the licensable activity. Goal definition early in development is vital to the Plan’s
effectiveness and validity.

Scope of the Plan

The scope of the HFEPP should consider safety critical activities and hazardous interactions. It
should also specify areas, systems and components involved, and the phases of the licensable
activity in which human factors engineering will be incorporated. Adequate justification for any
exclusions should also be provided in this section and discussed in the “Criteria” section, as
described in subsection 6.4.

The HFEPP should include documentation on any constraints, limitations, and assumptions that
apply to the human factors work. These may relate to level of technology, resource limitations,
time constraints, consistency and compatibility with existing design or operational features, or any
other restrictions or requirements imposed on the project team or the Plan.

Background of the Activity
Provide a brief description of the licensable activity including purpose, scope, and time frames.
Criteria for Determining Areas of Consideration

Provide a description of the type of criteria that will be used to determine which aspects of the
activity warrant human factors consideration. It is recommended that criteria be based on function,
task importance, or risk, and that criteria statements be clear, concise, and objective.

6.4.1 Rationale

Indicate the rationale behind different levels of human factors effort, with an
explanation of how such levels of effort reflect established criteria. Some examples of
the types of decisions for which rationales would be helpful include:

« The human factors effort being limited to certain areas in a facility,

o Task analysis being restricted to selected tasks,

e The human factors effort being limited to certain project phases.
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6.5 Human Factors Input

6.6

6.5.1

6.5.2

6.5.3

Roles and Responsibilities

Clearly define the role of any persons performing human factors work associated with
the licensable activity for which the Plan is being prepared. Expand on that role
definition with a statement about any part of the licensable activity which will require
human factors involvement and input.

Training Needs

Familiarity with established human factors principles, benefits, techniques and
guidelines is important to successful implementation of the HFEPP. If training in these
matters is required by persons performing human factors work associated with the
licensable activity, indicate those training needs and the plans for addressing them.

Related Groups

To varying degrees, the human factors elements addressed in the technical basis of the
Plan will overlap and interface with other functions and disciplines within the
licensable activity. Identify, at a high level, all groups that may be impacted by the
Plan, and indicate how their input will be considered or incorporated.

Technical Considerations

Consideration should be given to the following technical aspects of the HFEPP:
o Technical basis of the Plan

o Technical elements for review

o Methods for addressing the technical elements

o Intended tools

o Technical guides

6.6.1

6.6.2

Technical Basis of the Plan

Clearly state the technical basis for the HFEPP, such as specific licence applicant’s
policies and procedures for human factors, regulatory documents, and industry
documents such as consensus standards and guides.

Technical Elements for Review

The following technical elements should be included in the Plan:

o human-machine interface system: any region or point at which a person interacts
with a machine

o human-machine allocation of function: assigning system functions to human and
machine agents (i.e., processes that are automated versus those that are manual)

« human reliability: addressing issues pertaining to the probability that an individual
or group will adequately perform a given task at the appropriate time
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o job design: determining how tasks will be grouped together and how work will be
coordinated. This will include consideration of the operating states of the facility
(i.e., shutdown, start-up, operation, etc.)

o operating experience review: the review and use of knowledge gained from
nuclear industry operating experience to improve future performance

« physical working environment: the total physical environment within which a
worker performs his or her tasks

« activities with potentially hazardous human interactions

o procedures development: the systematic process for the development of work
instructions or instruction sets used to accomplish a given task

o shift-work systems: all of the schedules implemented in a given workplace to meet
the requirements of a given plant or process

« staffing: for the purpose of the Human Factors Engineering Plan, the process for
determining numbers and placement of appropriate personnel for a given job

« validation: the process of determining the degree to which the human-machine
system design and supporting mechanisms facilitate the achievement of overall
safety and operational goals

« verification: the process of demonstrating that equipment and systems have been
designed as specified and that adherence to human factors guidelines has been
maintained

Provide justification for any omissions of the technical elements. It is expected that
additional human factors issues may be identified and may warrant assessment on a
case-by-case basis.

For the verification and validation processes, it is often appropriate to develop a
separate plan. The CNSC recognizes that a Verification and Validation Plan cannot
always be submitted concurrently with the Human Factors Engineering Program Plan.
However, a commitment should be made in the HFEPP to submit a Verification and
Validation Plan at a later date. For more information on Verification and Validation
Plans see CNSC Regulatory Guide G-278, Human Factors Verification and Validation
Plans.

Methods for Addressing the Technical Elements

Describe the methods and techniques that will be used to address each of the technical
elements for review. Examples of methods and techniques might include:

o functional analysis

o task analysis

e human error analysis

o timeline analysis

o physical demands analysis

« verification and validation activities

e communications analysis

Provide a statement for each method, indicating how the output from each analysis and
activity will be used. For example: “Task analysis data is used as input to the
specification of human-machine interface features”.
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6.6.5

Intended Tools

Indicate the human factors facilities, equipment and tools that will be used to support
the licensable activity. These may include such items as

o simulators,

« laboratories,

« software packages,

« mock-ups, and

o usability trials

Technical Guides

During development of the detailed design phase of a licensable activity, it is expected
that various human factors guides will be used to address such topics as

e alarm annunciation;

« abbreviations and acronyms;

« panel device selection and layout; and
e colour usage.

Whether guidelines are developed specifically for the licensable activity to standardize
operational practices and conventions, or selected from applicable published material,
they should be relevant to the current facility and activity, level of technology, and user
population. In addition, all guides should be comprehensive and up to date.

6.7 Processes and Procedures

6.7.1

6.7.2

6.7.3

General

To ensure consistency across the various work elements of the HFEPP, identify the
steps required for its implementation.

Timelines

On a timeline, plot the work activities related to human factors to show their place
within the project development cycle for the activity to be licensed. Reference to the
master project schedule may be appropriate if it incorporates information relevant to
the purposes of the timeline.

Documentation

Specify how human factors data will be incorporated into the existing design
documentation structure for the project (i.e., activity to be licensed). For large projects,
a document hierarchy diagram should be included to illustrate this incorporation.
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6.7.5

Disposition of Human Factors Issues

Determine a reasonable method for recording, categorizing, tracking, and responding to
the issues and recommendations that arise during implementation of the Plan.
Development of the processes and procedures for this aspect of the Plan should take
into account the ultimate goals of the human factors work, as well as any anticipated
limitations to those goals.

Provide a description of how tracking of unanticipated human factors issues will be
conducted to ensure consideration in development of future HFEPP. It is anticipated
that project groups affected by the recommendations arising from the human factors
work may, at times, disagree with those recommendations. The process for resolving
differences of opinion that might be generated by human factors issues should include
an explanation of the authority structure to clarify how and by whom final decisions are
to be made.

CNSC Contact

Include a proposal for maintaining contact with CNSC staff during Plan
implementation, listing proposed submissions supporting the Plan, meetings to discuss
progress of the Plan, and communications processes.
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